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- 3.0 Management and Training 

3.1 The Board of Governors 

The PMLA requires that, as a minimum, the Board 
of Governors meets not less than ten times during 
a calendar year. Otherwise the Board sets its own 
procedures. During 2007 the Board of Governors 
met on 13 occasions to discuss and establish policies 
for the internal management of the FIAU and its 
international relations, including resources. During 
the year the Board also met on a number of other 
occasions to discuss matters that reflected on the 
FIAU as the national authority in AML/CFT issues. 
A number of such ad hoc meetings during 2007 
mainly related to the transposition of Directive 
2005/60/EC of the European Parliament and the 
Council of 26 October 2005 on the Prevention of 
the use of the Financial System for the Purposes 
of Money Laundering and Terrorist Financing (the 
Third EU AML Directive )4 and to the finalisation 
of the Mutual Evaluation Report of the 
MONEYVAL Committee of the Council of Europe. 

3.2 The Director 

During the year the Director was involved in various 
meetings with the industry, supervisory authorities 
and other visiting organisations. Meetings with 
the industry and the supervisory authorities are 
often related either to findings from on-site 
examination reports or in relation to clarifications 
of policy issues. The FIAU seeks to make itself 
available for such discussions as the results often 
lead to further development in implementing the 
AMLICFT framework. On the other hand, meetings 
with external visiting organisations are often held 
at the request of the visiting organisation. During 
2007 the Director held such meetings with law 
firms, real estate agents, license holders in the 
financial industry, and foreign delegations apart 
from the supervisory authorities. These meetings 
concerned the workings of the FIAU, the 
interpretation of the Act and Regulations, and 
implementation of the provisions of AML/CFT 
measures. 

4 OJ L 214, 04.08.2006, p.29 
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3.3 Resources 

In the light of further developing the FIAU to be in 
a position to meet all demands placed on it by law 
and in fulfilling its responsibilities in its core 
activities, during 2007 the Board of Governors has 
taken measures to strengthen the Unit's resources. 
Having moved into its new premises which offer 
better office space in January 2007, the FIAU 
embarked on the implementation of its three-year 
plan to restructure the Unit. In order to strengthen 
its compliance and legal functions, the Unit engaged 
one legal officer who is also responsible for 
international relations, following a recruitment 
process which began in 2006. During 2007 the 
FIAU has increased its financial analysis resources 
by the recruitment of an additional financial analyst. 
An administrative/support officer was also engaged 
to replace the former officer who had resigned 
earlier in the year. Steps were also initiated to 
engage a compliance officer with the aim of 
enhancing the Unit's compliance capabilities. Since 
the Director is due to retire upon reaching 
pensionable age in the first quarter of 2008, the 
Board of Governors also initiated the process to 
recruit a designate Director. It is anticipated that 
this recruitment process will be completed by the 
first quarter of 2008. The FIAU looks forward to 
the further enhancement of its resources in 2008. 

3.4 Training 

The FIAU attaches great importance to training. 
Indeed in view of the increasing complexities of 
anti-money laundering and financing of terrorism 
issues, the FIAU further attaches great importance 
to the development and implementation of effective 
policies and procedures and the maintenance of an 
appropriate on-going training programme to combat 
this threat not only for subject persons but also for 
its own staff. 
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In March 2007 the FIAU organised a half-day 
seminar on The Role and Responsibilities of Real 
Estate Agents in Preventing Money Launding and 
the Funding of Terrorism held at the premises of 
the MFSA. The Seminar addressed three main 
topics, being: 

(i) An overview of money laundering and 
terrorist financing; 
(ii) The international and national legal 
framework for the prevention of money laundering 
and terrorist financing; and 
(iii) The role of FlUs and the FIAU. 

In November 2007 the Legal and International 
Relations Officer participated in an extensive 
seminar organised by A CAMS in Amsterdam (Refer 
to Section 5.7). 

Moreover the FIAU has assisted and participated 
in various training sessions organised by subject 
persons. The FIAU has also participated in 
providing training at the invitation of international 
bodies (Refer to Section 5). 
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- 4.0 Other Initiatives 

4.1 The Prevention of Money Laundering 
Joint Committee 

The Prevention of Money Laundering Joint 
Committee is an ad hoc representative committee 
whose objective is to create a dialogue between the 
industry and the authorities. The Committee brings 
together representatives from those agencies, 
authorities, and the industry that are subject to the 
PMLA and the PMLR, under the chairmanship of 
the Director of the FIAU. To meet its objective the 
Committee primarily provides a forum to discuss 
specific topics, exchange views and convey concerns 
and industry trends on developments in anti-money 
laundering and the financing of terrorism 
standards, regulations and obligations with a view 
of assessing their effectiveness and thus to make 
recommendations on best and effective implementing 
measures. 

The Committee, which regulates its own procedures 
under its Terms of Reference, met four times during 
2007. Anti-money laundering practical issues of 
mutual interest raised by the industry was an ongoing 
discussion during the meetings. The transposition 
of the Third Anti-Money Laundering Directive of 
the European Union continued to dominate most of 
the discussion. Other important items discussed 
during the meetings of 2007 were the activities of 
the EU Committee on the Prevention of Money 
Laundering and Terrorism Financing, the EU FlU 
Platform, and the MONEYVAL Third Round Mutual 
Evaluation Report (MER) on Malta. 

4.2 Consultative Document 

Following the discussions with the industry 
representatives, and relevant other interested parties 
at the Prevention of Money Laundering Joint 
Committee, the FIAU carried out an extensive 
exercise to further update the PMLR, 2003 to fully 
transpose the EU Directive (2005/60/EC) of 26 
October 2005 on the prevention of the use of the 

5 OJ L 214, 04.08.2006, p 29 
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financial system for the purpose of money laundering 
and financing of terrorism (the Third Directive) and 
the Commission Directive 2006170/EC of 1 August 
2006 laying down implementing measures and 
technical criteria (the Implementation Directive).5 

Having considered the provisions of the Third 
Directive and the Implementation Directive, the FIAU 
is of the opinion that both Directives should be 
transposed into a new set of prevention of money 
laundering and funding of terrorism regulations 
replacing the current Regulations of 2003 as amended 
in 2006. The 2006 amendments, harmonising the 
Regulations with the Forty Recommendations of the 
Financial Action Task Force, have already adopted, 
to a large degree, most of the provisions of the Third 
Directive. As a result, in November 2007 the FIAU 
launched a Consultative Document with its proposals 
for the transposition of the Third Directive and the 
Implementation Directive. In order to assist interested 
parties to comment on the Consultative Document, 
the FIAU included a brief description on the criteria 
it adopted in the transposition process whilst 
providing various correlation tables indicating the 
transposition of the various articles of the two EU 
Directives. 

The Consultative Document has been circulated to 
all members of the Prevention of Money Laundering 
Joint Committee and other interested parties and 
posted on the website of the Unit. 

Because of the implications of the new provisions 
and the obligations under the proposed regulations 
on business activities in enhancing measures to ensure 
effective continued prevention for institutions and 
activities from inadvertently being used for criminal 
activities, all stakeholders were asked to carefully 
consider the document and present any comments, 
views and opinions to the Unit by the end 2007. The 
FIAU has received a very encouraging response to 
the Consultative Document. The Unit will be 
evaluating all responses whilst continuing with its 
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consultation and dialogue with all stakeholders to 
finalise the new regulations in early 2008. 

4.3 MONEYVAL Third Round Mutual 
Evaluation Report on Malta 

The Council of Europe Select Committee of Experts 
on the Evaluation of Anti-Money Laundering 
Measures (MONEYVAL Committee) was established 
by the Council of Ministers of the Council of Europe. 
The Committee held its first meeting in December 
1997. MONEYVAL is a select or sub-committee 
of the European Committee on Crime Problems 
(CDPC Committee) within the Directorate General 
of Legal Affairs and Human Rights of the Council 
of Europe. The Terms of Reference of the 
MONEYVAL Committee are to carry out self­
assessments and mutual evaluations of anti-money 
laundering and financing of terrorism measures in 
the 27 Member States of the Council of Europe that 
are not also members of the Financial Action Task 
Force (FATF). 

The third mutual evaluation of Malta by a 
MONEYVAL expert evaluation team took place 
from 13th -19th November 2005. The evaluation 
was based on the Forty Recommendations and the 
9 Special Recommendations of the FATF, together 
with the Second AML Directive of the European 
Commission (91/308/EC as amended by 
200 1197 /EC). The report was discussed and adopted 
by the MONEYVAL Committee during its 24th 
Plenary meeting. 6 

The evaluation team consisted of experts from 
Liechtenstein (legal evaluator); Bulgaria (financial 
evaluator); Estonia (law enforcement evaluator); 
and an FATF representative from the United 
Kingdom (financial evaluator). The team was 
accompanied by a member of the Secretariat. 

The examiners reviewed the institutional framework, 
the relevant AML/CFT laws, regulations and 

6 OJ L 166, 28.06.1999, p 77 and OJ 1344, 28.12.2001, p 76 respectively. 

guidelines and other requirements, and the regulatory 
and other systems in place to deter money laundering 
and financing of terrorism through financial 
institutions and designated non-financial businesses 
and professions (DNFBPs). The process also 
involved an examination of the capacity, the 
implementation and the effectiveness of all systems. 
The evaluation was based on the laws, regulations 
and other materials supplied by Malta during the 
on-site visit from 13 to 19 November 2005 and 
subsequently. During the on-site visit, the evaluation 
team met with officials and representatives of 
relevant Maltese Government agencies and the 
private sector. 

The Mutual Evaluation Report (MER) provides a 
summary of the AMLICFT measures in place in 
Malta as at the date of the on-site visit or 
immediately thereafter. It describes and analyses 
these measures, and provides recommendations on 
how particular aspects of the systems could be 
strengthened. It also sets out Malta's level of 
compliance with the FATF 40 + 9 Recommendations. 

According to the Methodology for the Third Round 
Mutual Evaluation process, a Recommendation is 
found to be compliant if all the essential criteria 
are fully observed; largely compliant if there are 
only minor shortcomings, with a large majority of 
the essential criteria being fully met; partially 
compliant if some substantive action has been taken 
and there is compliance with some of the essential 
criteria; and non compliant where there are major 
shortcomings, with a large majority of the essential 
criteria not being met. 

The Report for Malta was discussed and adopted at 
the 24th Plenary Meeting held in Strasbourg from 
10- 14 September 2007. A three day pre-meeting 
between the Malta delegation and the evaluation 
team was held in late July and early August followed 
by another one day pre-meeting held on 22 
September 2007 in Strasbourg. 

www.fiumalta.org 
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Malta was evaluated on the PMLR as they were 
applicable at the time of the evaluation in 2005. 
Since the 2006 amendments7 to the Regulations 
were brought into force more than two months after 
the on-site visit, according to the Methodology these 
could not be taken into consideration. Had these 
amendments been brought into force before the 
on-site visit or within the time stipulated by the 

Methodology, then Malta would have achieved better 
ratings all round. 

Nonetheless, the ratings achieved by Malta compare 
exceptionally well even in relation to those 
countries that achieved high ratings. A general 
overview of the ratings achieved is provided in 
Table 6.8 

Table 6 - Summary of ratings in MER 

Standard Compliant 
Largely Partially Non 

Compliant Compliant Compliant 

FATF40 18 13 7 2 

FATF9SR 2 4 1 2 

7 L.N. 42 of2006 
8 The full report is available on the FIAU website at www.fiumalta.org 
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FINANCIAL INTELLIGENCE ANALYSIS UNIT, MALTA ANNUAL REPORT 2007 

4.4 Special Registration Scheme 2007 

In anticipation of the adoption of the euro as the 
national currency as from 1st January 2008, the 
Ministry of Finance, in collaboration with the 
Central Bank of Malta, launched the Special 
Registration Scheme 2007 (the "Scheme"). The 
Scheme was designed to provide private individuals 
residing in Malta with a one-time opportunity to 
regularize their position in respect of their holdings 
of eligible assets as defined and that had not been 
declared for the purposes of the Income Tax Act. 
The Scheme was also designed to encourage a 
gradual and orderly surrender of undeclared hoarded 
cash and to facilitate its integration into the through 
the financial system. The Scheme was operative 
from 23 April 2007 until 31 July 2007. Registration 
of eligible assets under the Scheme was done through 
registration agents duly appointed by the Central 
Bank of Malta, and included: 

• Maltese lira currency notes (minimum Lml,OOO); 

• Euro currency notes (minimum € 2,500); 

• Deposits denominated in Maltese lira and/or euro 
held with local banks as at 16 April 2007 ; 

• Securities denominated in Maltese lira and/or 
euro with a primary listing on the Malta Stock 
Exchange, held as at 16 April 2007. 

Under the Scheme, applicants were required to sign 
a declaration stating that the registered eligible 
assets do not represent proceeds from any crime 
other than breaches of the Income Tax Act. 
According to the law the submission of false 
information would nullify the registration and render 
the applicant liable to prosecution. The Scheme 
does not exempt any person from complying with 
the requirements of the PMLA or the PMLR or from 
eventually being investigated for money laundering 
activities. 

9 OJ L 309, 25.11.2005, p 9 

4.5 Cross Border Cash Movements 

Regulation (EC) No. 1889/2005 of the European 
Parliament and of the Council of 26 October 2005 
on controls of cash entering or leaving the 
Community, which became applicable as from 15 
June 2007 (the "Regulation"), provides for a 
Community-wide approach to control cash 
movements into or out of the Community.9 
It obliges travellers entering or leaving the 
Community and carrying any sum equal to or 
exceeding € 10,000 (or its equivalent in other 
currencies or easily convertible assets such as 
cheques drawn on a third party) to make a 
declaration to the customs authorities. Customs 
authorities are empowered under the Regulation to 
undertake controls on natural persons, their baggage 
and their means of transport and detain cash that 
has not been, or has been falsely, declared. 
Information obtained through declarations or through 
control procedures shall be recorded on a database 
and shared between the customs authorities within 
the Community. 

Where there is evidence that cash is being carried 
cross border for the purposes of money laundering 
or terrorist financing, Member States may exchange 
information with each other. If it appears that the 
sum of cash involves fraud or other illegal activity 
affecting adversely the financial interests of the 
Community, Member States will also have to notify 
the Commission. Furthermore, the Regulation allows 
information to be supplied to the competent 
authorities of non-EU countries, within the 
framework of existing mutual assistance agreements 
and subject to Member States' internal provisions 
concerning the transfer of personal data to non-EU 
countries. 

www.fiumalta.org 
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The Regulation takes account of a 2002 Commission 
report on cash movements into and outside of the 
EU. This report notes that from September 1999 to 
February 2000, EU customs authorities co-operated 
to examine cross-border cash movements for sums 
greater than €10,000. This exercise ("Operation 
Moneypenny") revealed a considerable amount of 
cash and other assets moving in and out of the EU, 
amounting to €1.6 billion of which €1.35 billion 
was in the form of cash. Indeed, it is impossible to 
measure the exact scale of money laundering via 
cash movements; however, the volume of cash being 
transported does present a potential risk to both EU 
and national interests. 

The Regulation also takes into account Special 
Recommendation IX adopted on 22 October 2004 
by the Financial Action Task Force (FATF), which 
calls on governments to put measures into place to 
detect physical cross-border cash movements, 
including a declaration system or other disclosure 
obligation. Special Recommendation IX was 
developed with the objective of ensuring that 
terrorists and other criminals cannot finance their 
activities or launder the proceeds of their crimes 
through the physical cross-border transportation of 
currency and bearer negotiable instruments. 
Countries should have measures in place to detect 
the physical cross-border transportation of currency 
and bearer negotiable instruments, including a 
declaration system or other disclosure obligation. 
Specifically, it aims to ensure that countries have 
measures in place: 

(a) to detect the physical cross-border 
transportation of currency and bearer negotiable 
instrument; 

(b) to stop or restrain currency and bearer 
negotiable instruments that are suspected to be 
related to terrorist financing or money laundering; 

(c) to stop or restrain currency or bearer 

www.fiumalta.org 

negotiable instruments that are falsely declared or 
disclosed; 

(d) to apply appropriate sanctions for making a 
false declaration or disclosure, and 

(e) to enable confiscation of currency or bearer 
negotiable instruments that are related to terrorist 
financing or money laundering. 

Domestically, Legal Notice 463 of 2004 issued in 
terms of the External Transactions Act (Cap 233) 
provided for the declaration of cash or quasi cash 
exported from or imported into Malta. With the 
coming into force of the EU Regulation, the FIAU, 
in collaboration and consultation with the Customs 
Department and the Central Bank of Malta, drafted 
a new legal notice (Legal Notice 149 of 2007) 
replacing Legal Notice 463 of 2004. Legal Notice 
149 of 2007 on cash controls, applies to persons 
entering, leaving or transiting through Malta. An 
appropriate declaration form must be filled in and 
forwarded to the officer on duty. False declarations 
or non declarations are subject to sanctions. The 
principle of obligatory declaration enables customs 
authorities to gather information on cash movements 
and, where appropriate, transmit that information 
to other authorities. The Customs Departments of 
all Member States maintain a database to report to 
the Commission about money declared. The 
database is made available to the FIAU on a regular 
basis. 
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5.0 Participation in International Fora 

5.1 The EU Committee on the Prevention of 
Money Laundering and Terrorist Financing 

The Committee on the Prevention of Money 
Laundering and Terrorist Financing (the Committee) 
was established in terms of the requirements of the 
EU Third Directive (2005/60/EC). During 2007, the 
FIAU continued to participate in the meetings of 
the Committee. The Committee continued its 
discussions on a common understanding on the 
criteria for recognition of third countries' 
equivalence. Initially the Committee is working on 
the basis of criteria through which a common 
European list of equivalent third countries for the 
purpose of simplified customer due diligence under 
Article 11(1) ofthe Directive could be compiled by 
Member States. 

The Committee also provided a forum for a number 
of interesting and noteworthy presentations of 
researches. Prof. Birgit Unger, who has conducted 
extensive research on money laundering, presented 
the results of her studies to the Committee. The 
estimation of magnitude of money laundering is a 
central issue in her researches. She stressed that 
the risk based approach should be complemented 
with a general country risk assessment and 
measurement of money laundering. Countries' 
specific vulnerabilities have to be identified, so that 
the system can be shaped appropriately. 

The Commission introduced a report prepared in 
relation to the application of the anti-money 
laundering rules to the legal profession. The Report 
was presented to the Committee together with the 
main conclusions of the seminar organised by the 
FATF in November 2006 in relation to the legal 
profession. The Commission stressed that both the 
conclusions of the survey it carried out and the 
FATF seminar identify two main areas where further 
work is needed: (a) the question of customer due 
diligence (CDD) performance in cross-border 
situations (in particular with regard to documentary 

10 OJ L 345,08.12.2006, p 1 

evidence and third party performance); and (b) the 
need for further outreach and awareness particularly 
as regards the separation of the reporting obligation 
from the professional secrecy/legal privilege. The 
International Bar Association (IBA) delivered a 
presentation in relation to the practical problems 
arising in relation to the performance of CDD 
measures in cross-border situations. The IBA in 
particular underlined the need to have a sufficiently 
harmonised regime in Europe. Additionally, the IBA 
stressed the need for increasing awareness among 
the legal professions and further guidance. 

In the course of the Committee meetings the 
Commission gave a short presentation on the 
identification of clients in non-face-to-face activities 
under the Third Directive. It mentioned the different 
situations of non-face-to-face activities and the 
approaches taken by Member States. Amongst other 
the Commission recalled that, basically, there existed 
three main non-face-to-face situations: (i) the absent 
customer requesting to initiate a business 
relationship, (ii) the absent customer already 
identified in previous transactions and, finally, (iii) 
a person acting on behalf of a third party (legal or 
natural). One of the most common problems 
encountered appeared to be related to data 
protection, in the context of the collection and 
processing of identification information. 

The Committee also dedicated enough discussion 
time in preparation for the F ATF Plenary meetings 
as well as in briefing Member States on the FATF's 
activities. During 2007 the Chairman informed that 
the F ATF had the intention to raise the issue of the 
treatment of the EU internal borders in relation to 
the implementation of SR VII and SR IX. He recalled 
that this issue was not new on the FATF agenda. 
Member States agreed on supporting and defending 
the EU implementation of SR VII (EU regulation 
1781/2006 on wire transfers)10 and SR IX (EU 
Regulation 1889/2005 on cash controls) within the 
FATF framework. It was also agreed that the EU 
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should require more information on the 
implementation of SRVII in non-EU FATF member 
countries, as a lax implementation of that standard 
by some major economic partners of the EU could 
result in significant administrative cost for the 
European banking industry. 

The Committee also gave an opportunity for Member 
States to provide information in relation to the state 
of play in their implementation of the Third AML 
Directive, the deadline for which was 15 December 
2007. 

5.2 FIU.Net Task Force 

At a meeting of the FlU Platform held in October 
2007, the FIU.Net Bureau updated the participants 
on the status of FIU.Net, the proposal for which 
had been submitted to DG JLS on 28 September 
2007. All EU Member States would be connected 
to FIU.Net. DG JLS confirmed that the project 
would be scrutinised very carefully by the 
Commission given its high importance for EU FlUs. 
The Ministry of Finance has agreed for the PIAU 
to join the FIU.Net. The PIAU is currently assessing 
the most cost efficient way of eventually joining 
the FIU.Net. 

5.3 FlU Platform 

The FlU Platform was set up by the EU Commission 
to enable EU FlUs exchange views and experiences 
on technical issues related to relevant provisions of 
the Third AMLICFT Directive. The Platform is 
therefore intended to serve as a forum for the 
discussion of issues related to differences in the 
operational structures of FlUs in order to explore 
possibilities of a harmonisation process, particularly 
in the field of gathering and interpretation of 
information for statistical purposes. 

The PIAU continued to participate in the meetings 
of the FlU Platform. During 2006 Member States 

www.fiumalta.org 

had been grouped into eight teams with each team 
being assigned a project. During 2007 three projects 
were considered priority issues and were examined 
in the first place: 

Data protection and confidentiality: The mandate 
covers the identification of critical areas where data 
protection measures may have an impact on 
AMLICFT activities, or vice versa, as well as the 
identification of problems and best practices in 
ensuring confidentiality on disclosures and other 
relevant information. 

Feedback: The mandate of this sub-group covers 
the identification of different kinds of a whole range 
of feedback situations, (e.g. competent authorities 
to the FlU; the FlU to the reporting entities; FlU 
to FlU) in international cooperation; on specific 
cases; and on trends, typologies, and practices. Also 
the timing of the feedback and its content should 
be considered. The Commission reminded the FlUs 
of the F ATF paper on best practices for feedback, 
issued in 1998, which still provides helpful 
background indications. Malta participated on the 
feedback project which was led by the UK. The UK 
FlU summarised the findings in a meeting in October 
2007. The report gave a number of recommendations 
for best practices, ranging from the establishment 
of regular seminars to developing mechanisms for 
disseminating information and providing feedback. 

Information available and cooperation with other 
FlUs: The sub-group will deal with the identification 
of information available to FlUs whilst examining 
existing obstacles to the effective exchange of 
information. Eleven issues have been highlighted 
in the report, ranging from the analysis of the nature, 
structure and content of STRs and FlUs' access to 
law enforcement data, to the constraints that affect 
the exchange of information. FlUs were then 
requested to select from this list the issues on which 
they believed further analysis could be made, and 
also make further comments if they wished. 
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A presentation of the BRITE11 project was given at 
the Platform. The project, co-financed by DG 
Information Society, is scheduled to run until the 
end of February 2009. It is hoped that the BRITE 
platform creates a management instrument for 
business registers to interact across the EU. As 
regards FlUs, the aim would be for them to have 
access to the BRITE platform via domestic business 
registers or via the FIU.Net, thus ultimately allowing 
complete cross-border interoperability. Notification 
of data to FlUs would take two forms: a Single 
Event Notification Service (SENS), relating to 
modification of specified business register 
information, and a more generic Dynamic Event 
Notification Service (DENS), relating to flows of 
events. 

5.4 The Council of Europe MONEYVAL 
Committee 

During 2007 staff of the FIAU, together with 
members of the Board, formed part of the Malta 
Delegation to the Council of Europe Select 
Committee of Experts on the Evaluation of Anti­
Money Laundering Measures (MONEYVAL). 
During the year the Committee held its 23rd, 24th 
and 25th Plenary Meetings in Strasbourg with the 
main items on the agenda being the discussions of 
the third round mutual evaluation reports. 

The report for Malta was discussed and adopted at 
the 24th Plenary Meeting held in Strasbourg from 
10- 14 September 2007. A three day pre-meeting 
between the Malta delegation and the evaluation 
team was held in late July early August followed 
by another one day pre-meeting held on 22 
September 2007. 

The Experts' Review Group of MONEYVAL is 
responsible to review all mutual evaluation reports 
for the sake of consistency and quality, and to advise 
the Secretariat, Evaluation Team and the Plenary 
accordingly. During 2007 the Deputy Chairman of 

11 Business Register Interoperability throughout Europe. 

the FIAU, as a member of the Review Group, 
reviewed the reports for Andorra, Czech Republic, 
Georgia, Liechtenstein and Monaco. 

As a member of the MONEYVAL Bureau, the 
Deputy Chairman of the FIAU also attended the 
15th Meeting of the Bureau held in Strasbourg 
between 3 - 4 May 2007 and three ad hoc Bureau 
meetings held in the margins of the 23rd, 24th and 
25th MONEYVAL Plenary meetings in Strasbourg. 
At the 24th Plenary meeting of MONEYVAL held 
on 10- 14 September 2007, the Mutual Evaluation 
Report of the Czech Republic was presented, which 
was preceded by a three-day pre-meeting held from 
31st July to 2nd August 2007. One of the senior 
financial analysts of the FIAU formed part of the 
evaluation team. 

The two senior financial analysts of the FIAU also 
formed part of the evaluation team in respect of the 
two (2) mutual evaluations of anti-money laundering 
and financing of terrorism measures of Council of 
Europe members, specifically San Marino and 
Bulgaria. The evaluation was based on the laws, 
regulations and other materials supplied by San 
Marino and Bulgaria during the on-site visits from 
5th to 9th March 2007 and 22nd - 28th April 2007 
respectively. The reports are expected to be 
presented to the MONEYVAL Plenary during 2008. 

In 2007, the Deputy Chairman of the FIAU 
participated extensively in the work of 
MONEYVAL. One exercise in particular consisted 
in carrying out a detailed comparison of the EU 
Third AML Directive (2005/60/EC) and the EC 
Implementation Directive (2006/70/EC) against the 
FATF 40 Recommendations and the Interpretative 
Notes. The Third Directive has been adopted as a 
MON AYVAL reference document for the 
continuation of the Third Round of Mutual 
Evaluations as from January 2008. The exercise 
identified areas of divergences between the two 
standards and served as the document upon which 
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the Plenary amended the Mutual Evaluation 5.6 
Questionnaire for the 2008 MONEYVAL 

The Egmont Group 

Evaluations. The findings of the exercise were 
presented to the MONEYVAL delegations at the 
25th Plenary in December 2007. 

The Deputy Chairman also took part as a lecturer 
in the MONEYVAL Training Seminar for evaluators 
for the Third Round Mutual Evaluations held in 
Strasbourg between 21st - 25th May 2007. His 
participation involved delivering lectures on six 
Modules, dealing with Customer Due Diligence 
Measures and Requirements; Wire Transfers; Internal 
Controls and the treatment of foreign branches and 
subsidiaries; Regulation, Supervision, Monitoring 
and Sanctions; Legal Persons and Legal 
Arrangements; and on EU AML Directives. 

One of the Senior Financial Analysts of the PIAU 
participated actively as a member of the Working 
Group on Typologies. The PIAU further contributed 
to the work of the Council of Europe by making 
three (3) presentations at the meeting of the Working 
Group on Typologies, held in Montenegro from 20th 
to 31st October 2007. The meeting was attended by 
Dr Anton Bartolo, Board Member, and the Senior 
Financial Analyst. The topics covered dealt with 
organised crime and terrorist financing methods 
involving counterfeit products; money laundering 
techniques and counterfeiting; and investigative 
techniques involving counterfeiting products. 

5.5 FATF Meetings 

As an associate member of the F ATF, the Council of 
Europe is represented by a MONEYVAL delegation 
composed of up to seven persons. The President and one 
official of the Secretariat together with five other delegates 
participate actively in the FATF Plenary meetings. The 
Deputy Chairman of the PIAU, as a member of the 
MONEYVAL Bureau, participated in the FATF XVIII 3rd 
Plenary held in Paris at the OECD Headquarters 
between 25th and 29th June 2007. 

The Egmont Group of Financial Intelligence Units is an 
informal international gathering of fmancial intelligence 
analysis units. The Group was formed in 1995, and took 
its name from the palace in Brussels where the meeting 
took place. The PIAU has become a member of the 
Egmont Group since 2003. At the Egmont Plenary meeting 
held in Bermuda on 30th - 31st May 2007, six ( 6) FlUs 
were welcomed into the Egmont Group with the full rights 
and privileges of current members. The total number of 
members of the EGMONT group now stands at 106 
national FIUs.12 

5.7 The Association of Certified Anti-Money 
Laundering Specialists 

The Association of Certified Anti-Money Laundering 
Specialists (ACAMS) is a membership based organization 
that provides resources for financial institutions and related 
businesses that help train, identify and locate practitioners 
who specialize in money laundering control policies, 
procedures & regulations. The association seeks to help 
compliance officers, anti-money laundering specialists, 
in-service and retired government regulators and 
enforcement agents perform their duties well by providing 
up-to-date information, education, career development 
and professional networking opportunities. As an 
international organisation, it provides a platform for career 
development and networking opportunities for 
professionals in the anti-money laundering field. ACAMS 
has its own educational programmes through which 
members can obtain the Certified Anti-Money Laundering 
Specialist (CAMS) certification. 

The ACAMS Conference is based on four specific 
platforms. General Sessions with a panel of normally 
four experts who share their advice, experience and 
practices on particular timely themes with a question and 
answer session; Seminars which are sessions with fewer 
participants and speakers addressing specific AML issues; 
Workshops where participants work in groups to discuss 
and solve practical problematic issues; and finally 

12 Due to other commitments related to the MONEYVAL Mutual Evaluation Report on Malta, the FIAU could not participate in the Plenary. 
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Round Table sessions consisting of intimate 
discussions with no more than fifteen participants 
and a moderator on specific issues. 

ACAMS held its European Money Laundering 
Conference and Exhibition in Amsterdam between 
the 7th and 9th November 2007. Earlier in the year, 
at the invitation of ACAMS for MONEYVAL 
to participate in this Conference, the MONEYVAL 
Secretariat had asked the Deputy Chairman, 
FIAU, to represent MONEYVAL as a speaker. 

The Deputy Chairman formed part of a panel of 
four speakers in the General Session on The 
Implementation Countdown: How to successfully 
comply with the European Union Third Money 
Laundering Directive. His role in this general 
session was to speak on the requirements expected 
of the industry to implement a risk based 

13 OJ L 319,05.12.2007, p 1 

approach. In the process the Deputy Chairman also 
referred to some of the work of MONEYVAL in 
adopting the Third Directive as a reference document 
for its mutual evaluations and the identified 
divergences between the Third AML Directive and 
the FATF40. 

The Deputy Chairman further participated in a Round 
Table session on Complying with the New Payments 
Services Directive: What's the bottom line?, for which 
he presented a detailed paper on the Payments 
Services Directive identifying areas that could be 
vulnerable for money laundering or the financing of 
terrorism.13 Through a set of a number of open­
ended questions on this issue the participants got 
involved in a focussed and detailed discussion trying 
to identify how to apply the requirements under the 
Payment Services Directive to certain requirements 
under the Third Services Directive. 

www.fiumalta.org 

-



FINANCIAL INTELLIGENCE ANALYSIS UNIT, MALTA ANNUAL REPORT 2007 

- The Risk-Based Approach -An analysis 

The threat of money laundering and the financing of terrorism through financial institutions can be 
effectively managed not only by understanding the potential money laundering and terrorist financing 
risks associated with customers and transactions, but by addressing and accounting for these risks. The 
core principle of a risk-based approach is that the risk drives the relevant processes via differentiation 
in the risk indicator. The higher the risk, the more sophisticated the identification and monitoring process 
should be. 

Directive 2005/60/EC of the European Parliament and of the Council of 26 October 2005 on the prevention 
of the use of the financial system for the purpose of money laundering and terrorist financing (Preamble 
22) provides: It should be recognized that the risk of money laundering and terrorist financing is not the 
same in every case. In line with a risk-based approach, the principle should be introduced into Community 
legislation that simplified customer due diligence is allowed in appropriate cases. 

There is no universally agreed and accepted methodology by either governments or institutions, which 
prescribes the nature and extent of a risk-based approach. The specifics of an institution's particular 
risk-based process should be determined by each institution based on the operations of that institution. 
Some degree of judgement is involved in determining the level of risk a particular client or product, for 
instance, represents. These are not static assessments. They will change over time, depending on how 
circumstances develop, and how threats evolve. 

The Wolfsberg Group14 first highlighted the need for a risk-based distinction in its recommendations for 
heightened scrutiny on particularly sensitive clients in 2000. Since then, both the Basel Committee, in 
its consecutive due diligence papers, and the Financial Action task Force (FATF) in its revised 40 
recommendations, have strongly emphasized such an approach. 

A risk-based approach may take into account additional risk variables, specific to the industry or client 
or transactions or products. These variables may increase or decrease the perceived risk posed by the 
client or transaction. Some relevant risk indicators would include: 

• Geographic factors: At the top of all lists of risk indicators, one usually finds reference to the 
country of origin of the client or the transactions. The quality of the regulatory environment and the 
enforcement of anti-money laundering standards are further important indicators. The reputation and 
regulatory risk for a bank is much higher with a client from a sensitive country than with client from a 
country with a reputation for high AMLICFT standards. 

• Industry/profession: Some industries and professions are more sensitive to money laundering 
than others. Where an institution falls into such a category, or where a private client has a substantive 
connection with such an institution, higher standards of due diligence should be applied. There is no 
generally accepted list of industries or professions that are particularly prone to money laundering, so 
it will fall on individual subject persons to decide. 

14 The Wolfsberg Group is an association of 12 global banks, which aims to develop financial services industry standards, and related products, for Know Your 
Customer, Anti-Money Laundering and Counter Terrorist Financing policies. 
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• The level of regulation or other oversight or governance regime to which a customer is subject: 
A customer that is a financial institution, for instance, and is regulated in a jurisdiction recognized as 

having adequate anti-money laundering and financing of terrorism standards poses less risk than a 
customer that is unregulated or subject only to minimal AML/CFT regulation. Additionally, institutions 
and their majority owned subsidiaries that are publicly owned and traded on a recognized exchange pose 
minimal money laundering risks. 

• Politically exposed persons (PEPs): A politically exposed person, or PEP, is the term used for 
individuals who are or have been entrusted with prominent public functions in a particular country. This 
category includes, for example, heads of States or government; senior politicians and government, judicial 
or military officials; senior executives of State owned corporations and important political party officials. 

• Volume: A risk-based approach should divide clients according to the size of their assets and 
transaction volumes. Unusually high levels of assets or unusually large transactions compared to what 
might reasonable be expected of customers with a similar profile may mean that clients not otherwise 
seen as a higher risk should be treated as such. 

• Products/Services: i.e. where a client uses a bank to take out, for example, a mortgage loan versus 
a client who is involved in a number of trusts and domiciliary companies, makes extensive use of the 
bank's payment and letter of credit services and operates through multiple account relationships in various 
locations where the bank is active. The two examples create a completely different risk exposures 
for the bank. A risk-based approach must take this into account when assessing a client's risk and 
ensure that the due diligence is structured in a way that addresses the risk accordingly. 

• Contact/relationship: The public perception is that one cannot know one's client properly without 
having met him personally. Therefore, where the subject person has not met the client personally, this 
poses a higher risk. Long standing relationships involving frequent client contact throughout the relationship 
may present less risk from a money laundering perspective. However, the use by clients of intermediate 
corporate vehicles or other structures that have no clear commercial or other rationale or that unnecessarily 
increase the complexity or otherwise result in a lack of transparency will increase the risk unless the 
rationale is understood and the structure is sufficiently transparent to the institution. 

An assessment of the various risks will result in the application of appropriate due diligence when entering 
into a relationship, and ongoing due diligence and monitoring of transactions throughout the course of 
the relationship. A reasonably designed risk-based approach will provide a framework for identifying 
the degree of potential risks associated with clients and transactions and allow for a subject person to 
focus on those customers and transactions that potentially pose the greatest risk of money laundering. 

Such measures and controls may require investment both in terms of resources and time in order to 
identity and capture appropriate customer risk data. The strategies to manage and mitigate the identified 
money laundering and terrorist financing risks in financial institutions are typically aimed at preventing 
the activity from occurring through a mixture of deterrence (e.g. appropriate CDD measures), detection 
(e.g. monitoring and suspicious transaction reporting), and record-keeping so as to facilitate investigations. 
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These measures and controls may include the following: 

increased awareness by the subject person of higher risk situations; 
increased levels of know-your-customer or enhanced due diligence; 
escalation for approval of the establishment of an account or relationship; 
increased monitoring of transactions; 
increased levels of ongoing controls and reviews of relationships. 

In line with the FATF recommendations, the Third Directive requires enhanced due diligence for customers 
or situations that are, by their nature, of a higher risk. By adopting a risk-based approach, competent 
authorities and financial institutions are able to ensure that measures to prevent or mitigate money 
laundering and terrorist financing are commensurate with the risks identified. Subject persons can therefore 
focus their attention and resources on those clients/customers, products and transactions that are most 
vulnerable to money laundering and terrorist financing, allowing resources to be allocated in the most 
efficient ways. The principle is that resources should be directed in accordance with priorities so that 
the greatest risks receive the highest attention. 

The risk-based approach is arguably preferable to a more prescriptive approach in the area of anti-money 
laundering and terrorist financing because: 

(i) It is more flexible. The risk of money laundering and terrorist financing varies across customers, 
jurisdictions, products and delivery channels, and over time. 

(ii) It is more effective. Subject persons are better placed than legislators to effectively assess and 
mitigate the particular money laundering and terrorist financing risks they face. 

(iii) It is more proportionate. A risk-based approach promotes a common sense and intelligent approach 
to fighting money laundering and terrorist financing rather than a tick box approach. It also allows subject 
persons to minimise the adverse impact of anti-money laundering procedures on their legitimate customers, 
for example at the point of establishing a business relationship. 

(iv) It is more cost-effective. The risk-based approach focuses anti-money laundering and counter­
terrorist financing resources and efforts on those areas where they will have most impact. 

For the implementation of an effective risk-based approach, three aspects are key: 

(i) Support for the approach by supervisors. Supervisors need to exercise their powers in a way that 
promotes the risk-based approach. With any anti-money laundering regime it is inevitable that some 
money laundering and terrorist finance activity will 'slip through the net'. Supervisors need to recognise 
this and act accordingly. If a subject person demonstrates that money laundering or terrorist financing 
occurred despite the existence and operation of robust systems and controls, then this should not be a 
trigger for enforcement action. 

www.fiumalta.org 



FINANCIAL INTELLIGENCE ANALYSIS UNIT, MALTA ANNUAL REPORT 2007 

(ii) Information from government and law enforcement on the risks and vulnerabilities. While subject 
persons will have the best knowledge of their products and customers, they need to be supported in their 
decision on the risk of these by information from Government, international bodies like the FATF and 
law enforcement on money laundering and terrorist financing risks and vulnerabilities. 

(iii) Development of appropriate policies and procedures to identify and assess money laundering and 
terrorist financing risk, using intelligence and judgement rather than a tick box approach to effectively 
mitigate risks. Subject persons will have to demonstrate to their supervisors the appropriateness and 
effectiveness of their policies and procedures in the light of their money laundering and terrorist financing 
risks. 

Regardless of the strength and effectiveness of AML/CFT controls established by financial institutions, 
criminals will continue to attempt to move illicit funds through the financial sector undetected and will, 
from time to time, succeed. It must be recognized that any reasonably applied controls, including controls 
implemented as a result of a reasonably implemented risk-based approach, will not identify and detect 
all instances of money laundering or terrorist financing. A well designed and effectively implemented 
risk-based approach will provide an appropriate and effective control structure to manage identifiable 
money laundering and terrorist financing risks. 
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